
Technology companies are moving faster than insurance policy wordings. Artificial intelligence (AI) has 
become central to both innovation and exploitation: developers are embedding AI into their products and 
cybercriminals are using AI to make fraud more convincing and harder to detect. 
 
For executives and risk managers, this raises a critical question: will your insurance respond when AI is at the 
center of a loss? 
 
In most cases, the answer today is uncertain. That uncertainty stems from a fundamental issue in the 
insurance market: silent coverage versus affirmative coverage. 

Silent Coverage vs. Affirmative Coverage 

Silent Coverage: A policy neither confirms 

nor excludes coverage for AI-driven losses. 

This potentially leaves the determination of 

the claim outcome in the hands of the 

insurance company, lawyers, and 

sometimes the court, long after the 

damage is done. 

 

Affirmative Coverage: An affirmative 

policy explicitly states how losses arising 

from AI are covered. This certainty 

eliminates debate when an incident occurs, 

while also allowing insurers to define and 

control the intended scope of coverage.  

 

The difference between the two is not 

academic. It is increasingly impacting 

whether a company can secure enterprise 

contracts, satisfy investors, or recover from 

a loss as risk teams heighten their scrutiny 

over how AI exposures are identified and 

managed. 

Two Key Scenarios Where Silence Creates Risk 

Integrated Software and Errors & Omissions (E&O) 
Policies 

Companies developing and selling AI-powered software 
face heightened scrutiny. What happens if: 

• An algorithm produces a harmful or biased
output? 

• Training data is alleged to infringe on third-
party IP rights? 

• An AI feature malfunctions in a way that disrupts 
customer operations and causes financial loss? 

• An AI agent is tricked into executing malicious 
tasks, exposing clients to unexpected liability? 

Most technology E&O policies are silent on AI. For
developers, this silence introduces friction in two areas: 

• Enterprise sales and partnerships: Customers 
increasingly ask whether AI exposures are 
covered. Silence can stall or even block deals. 

• Investor due diligence: Sophisticated investors
flag coverage gaps tied to emerging risks like AI. 

AI Affirmative E&O coverage closes these gaps by 
confirming that AI-related claims are insurstrengthening 
both contractual credibility  

When the Cloud Goes Dark: 
Lessons from the AWS Outage? 
 

 

Why every cloud-reliant business needs to review its service 
dependencies and insurance protections.

The Hidden Exposure Behind the SLA  

Many businesses assume that their Service Level 

Agreements (SLAs) with hyperscale providers like AWS, 

Azure, or Google Cloud fully compensate them for 

downtime. In practice, these SLAs offer limited remedies, 

typically in the form of service credits worth only a 

fraction of monthly fees. They exclude consequential 

losses such as business interruption, lost revenue, or 

reputational damage. 

More importantly, these SLAs are designed to protect the 

cloud provider, not the user. Liability caps, exclusions, 

and narrow definitions of “service unavailability” mean 

that customers have little contractual recourse when a 

major outage occurs. 

The result is a liability gap for cloud computing 

companies that depend on these platforms. Even if the 

root cause lies with an upstream provider like AWS, a 

SaaS or IaaS provider may still be contractually 

obligated to compensate its own customers for 

downtime under its own SLAs. 

That disconnect between limited upstream protection 

and broader downstream commitments is what creates 

true financial and reputational exposure during an 

outage. 

The SLA Dilemma: What You Promise vs. What You’re 
Covered For  
Cloud computing companies often back their reliability with 

strict SLAs, committing to 99.9% or even 99.99% uptime. 

These commitments are not just marketing language; they 

are binding performance warranties. 

If an outage occurs, the provider may owe service credits or 

even contractual penalties to customers. While these may 

seem minor, they can escalate rapidly when applied across 

hundreds or thousands of enterprise clients. 

Moreover, SLAs often include reciprocal obligations: 

1. Customers expect compensation for downtime, even

if the root cause lies with an upstream provider. 

2. Providers may still be liable to their clients even when

the failure originated beyond their control. 

3. SLA exclusions often limit the provider’s ability to 

recover those same losses from their upstream 

partner. 

This creates a mismatch of liability whereby cloud 

computing companies bear contractual exposure for 

outages they did not cause and cannot control. 

Understanding that chain of dependency from AWS to you, 

and from you to your customers is essential. Each link defines 

who bears financial responsibility when the cloud goes dark. 

Amazon Web Services (AWS), the world’s largest cloud provider, experienced a major service disruption on October 20, 
2025, leaving thousands of businesses temporarily offline. According to AWS, the outage stemmed from a network 
configuration error that cascaded across key systems, affecting services including EC2, S3, and Lambda in multiple 
regions. 

While the disruption lasted only a few hours, the ripple effects were immediate: e-commerce transactions stalled, 
internal systems froze, and critical SaaS platforms went dark. For companies whose operations hinge on uptime, even 
short outages translate to lost sales, reputational damage, and contractual penalties. 
 
As one CIO noted, “It’s a reminder that our ‘resilience’ still depends on someone else’s system.” 
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  Capacity Limits and Terms 
 

Cybercriminals are now deploying 
AI to commit fraud at scale. 
Deepfakes, voice clones, and AI-
generated scams are tricking 
employees into transferring funds 
under false pretenses. 

The challenge? Many cyber 
policies are silent on whether AI-
enabled fraud is covered. That 
silence matters when regulators, 
boards, or shareholders ask why a 
six or seven figure loss isn’t being 
reimbursed. 

Case Example: One client recently 
suffered a $250,000 funds transfer 
fraud enabled by AI-driven social 
engineering. Under a typical silent 
policy, the insurer could have denied 
the claim forcing the policyholder to 
turn to the courts for resolution. 
Because they had affirmative 
coverage, the loss was promptly paid. 

For companies of any size, affirmative 
cyber coverage ensures that 
protection keeps pace with the 
evolving threat landscape. 

Why This Matters Now 

Market Pressure: Enterprise 
customers and regulators are already 
pressing vendors on AI risk 
management. 

 

Contractual Exposure: Indemnities in MSAs 
and licensing agreements are increasingly 
tied to AI-driven errors or misuse. 

 

Reputation and Trust: Silence breeds doubt; 
affirmative wording builds confidence with 
clients, investors, and partners. 

Forward-looking companies are no longer 
leaving AI risk to chance. They are proactively 
seeking policies that explicitly cover AI-driven 
exposures.  

Conclusion 

Insurance is meant to provide certainty in 
times of crisis. Yet when it comes to AI, too 
many policies remain silent. For technology 
companies, this silence is not just a coverage 
issue, it is a strategic risk that can affect 
contracts, fundraising, and resilience. 

Whether developing AI-integrated software or 
simply defending against AI-driven fraud, the 
solution is the same: affirmative coverage that 
explicitly responds when AI is the cause, the 
vector, or the trigger of a loss. 

Don’t wait to find out after a claim. Reach out 
today to ensure your policy keeps pace with 
AI-powered risks. 
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The Insurance Angle: Turning Downtime into 
Recoverable Loss  
 

1. Parametric Coverage to Backstop SLA  
Warranties 

Parametric insurance can be structured to trigger 

automatically when a cloud service outage exceeds 

defined thresholds (for example, two hours of downtime 

in a given AWS region). 

For cloud providers, these policies can serve as a 

financial backstop to SLA warranties, providing rapid 

funds to offset customer credits, lost revenue, or 

remediation expenses. Because they pay based on a 

verified event rather than a lengthy claims process, 

they deliver liquidity exactly when reputational and 

contractual pressures peak. 

2. Dependent System Business Interruption (BI) 
Coverage  

Dependent system BI coverage extends traditional 

cyber or property business interruption protection to 

include losses caused by outages at third-party 

providers, such as AWS, Microsoft Azure, or Google 

Cloud. 

This ensures that when an upstream provider fails, your 

business, and your customers, aren’t left absorbing the full 

financial impact. 

Together, these solutions form a more resilient financial 

framework: parametric coverage fills the gap in SLAs, while 

dependent system BI coverage protects against external 

infrastructure risk.   

Beyond the Outage: Contractual Clarity and Risk 
Transfer  
Insurance alone is not enough. Every cloud computing 

company should routinely review:  

1. The SLAs they offer clients: What commitments are 
being made, and are they insured or indemnified?  

2. The SLAs from upstream vendors: Do they provide 
reciprocal protection, or are you assuming risk without 
recourse? 

3. Force majeure and limitation-of-liability clauses: Are 
they aligned with actual exposure, or do they create 
uninsured promises? 

In many cases, aligning your contractual language with your 

insurance structure is the key to avoiding uninsured losses 

during an outage.  

 

 

A Few Hours This Time. What About Next Time? 

The October AWS outage lasted only a few hours. But if the disruption had extended for a day, or multiple days, the economic 

losses could have reached billions. For many SaaS and infrastructure providers, such a scenario would test not only technical 

resilience but also financial survivability.  

Takeaway 

Business continuity is not just about servers and redundancy, it’s about contracts, coverage, and capital. Cloud outages are 

inevitable. Financial ruin from them is not. By understanding your SLA obligations, mapping dependency chains, and 

integrating parametric and dependent-system BI insurance into your risk transfer strategy, your organization can turn 

unpredictable downtime into manageable exposure. 
 

For a detailed review of your SLA commitments, vendor dependencies, and insurance response, contact the 
Axis Insurance Technology Practice. 

We can help assess whether your current program is positioned to respond the next time the cloud goes 
dark. 

 

mailto:Chris.Jones@axisinsurance.ca
mailto:Clive.Bird@axisinsurance.ca
mailto:Stacey.Copeland@axisinsurance.ca
mailto:Tristan.Smith@axisinurance.ca
https://www.axisinsurance.ca/
https://www.linkedin.com/company/axisinsurance/
https://x.com/_AxisInsurance
https://www.facebook.com/AxisInsurance
https://www.instagram.com/_axisinsurance/
https://form.typeform.com/to/Z1jX7qAn
https://www.axisinsurance.ca/
https://www.axisinsurance.ca/
https://www.axisinsurance.ca/
https://www.axisinsurance.ca/

	Capacity Limits and Terms

