
 
 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Technology companies are moving faster than insurance policy wordings. Artificial intelligence (AI) has 
become central to both innovation and exploitation: developers are embedding AI into their products and 
cybercriminals are using AI to make fraud more convincing and harder to detect. 
 
For executives and risk managers, this raises a critical question: will your insurance respond when AI is at the 
center of a loss? 
 
In most cases, the answer today is uncertain. That uncertainty stems from a fundamental issue in the 
insurance market: silent coverage versus affirmative coverage. 

Silent Coverage vs. Affirmative Coverage 

Silent Coverage: A policy neither confirms 

nor excludes coverage for AI-driven losses. 

This potentially leaves the determination of 

the claim outcome in the hands of the 

insurance company, lawyers, and 

sometimes the court, long after the 

damage is done. 

 

Affirmative Coverage: An affirmative 

policy explicitly states how losses arising 

from AI are covered. This certainty 

eliminates debate when an incident occurs, 

while also allowing insurers to define and 

control the intended scope of coverage.  

 

The difference between the two is not 

academic. It is increasingly impacting 

whether a company can secure enterprise 

contracts, satisfy investors, or recover from 

a loss as risk teams heighten their scrutiny 

over how AI exposures are identified and 

managed. 

Two Key Scenarios Where Silence Creates Risk 

Integrated Software and Errors & Omissions (E&O) 
Policies 

Companies developing and selling AI-powered software 
face heightened scrutiny. What happens if: 

• An algorithm produces a harmful or biased 
output? 

• Training data is alleged to infringe on third-
party IP rights? 

• An AI feature malfunctions in a way that disrupts 
customer operations and causes financial loss? 

• An AI agent is tricked into executing malicious 
tasks, exposing clients to unexpected liability? 

Most technology E&O policies are silent on AI. For 
developers, this silence introduces friction in two areas: 

• Enterprise sales and partnerships: Customers 
increasingly ask whether AI exposures are 
covered. Silence can stall or even block deals. 

• Investor due diligence: Sophisticated investors 
flag coverage gaps tied to emerging risks like AI. 

AI Affirmative E&O coverage closes these gaps by 
confirming that AI-related claims are insurstrengthening 
both contractual credibility  

Quantum Risk: Cyber and D&O 
Exposure 
Why every organization must reassess encryption, governance, 
and insurance before quantum disruption arrives. 

 

From Encryption Risk to Enterprise Risk 
 

Quantum risk refers to the possibility that future quantum 
computers will be able to break widely used public-key 
encryption algorithms that protect data, network 
communications, software updates, identity systems, and 
digital signatures. 
 

1. Harvest Now, Decrypt Later: Threat actors steal 
encrypted data today with the expectation that they 
will decrypt it once quantum capabilities mature. This 
is especially concerning for information with long-
term value, including health records, biometrics, 
trade secrets, government communications, 
financial information, and intellectual property. 

 

2. Future Cryptographic Failure: Once quantum 
computing reaches sufficient capability, commonly 
used encryption and signature systems could 
become unreliable. That could affect VPNs, TLS/SSL, 
digital signatures, identity systems, authentication 
tools, blockchain-based assets, and other trust-
based infrastructure. 

 

Why This Matters: A Structural Shift in Loss 
 

Traditional cyber risk analysis often treats encrypted data as 
lower severity if the encryption keys were not compromised. 
Quantum risk weakens that assumption. 

A breach involving encrypted data today may not appear 
catastrophic at the time of discovery.  

Years later, if that data can be decrypted, the same incident 
could create privacy claims, regulatory scrutiny, contractual 
disputes, reputational harm, and litigation. This creates a 
long-tail cyber exposure: the theft happens now, but the 
harm may emerge later. 
 

The Cyber Coverage Gap: Breach Today, Claim 
Tomorrow 
Most cyber policies were not written with quantum-enabled 
decryption in mind. A quantum-related loss could raise 
difficult coverage questions: 

• Which policy period responds: the year data was 
stolen, the year it was decrypted, or the year a claim 
was made? 

• Is quantum decryption a security failure, a 
cryptographic failure, a systemic vulnerability, or 
something else? 

• Does encrypted data theft trigger notice obligations if 
the data cannot yet be read? 

• Could systemic risk, infrastructure, war, or state-
backed actor exclusions become relevant? 

• Does dependent business interruption apply if the 
failure occurs inside a critical vendor environment? 
 

Broker's Recommendation: Review cyber wording now, 
particularly definitions of security failure, privacy event, 
dependent business interruption, system failure, data 
restoration, regulatory coverage, exclusions, and notice 
triggers. 

 

Quantum computing is not simply another cyber trend. It represents a potential disruption to the cryptographic 
foundation that allows companies to secure data, authenticate users, sign software, process transactions, and 
trust third-party systems. 
 

The risk is not that every company will face a quantum-enabled attack tomorrow. The risk is that encrypted data 
can be stolen today and decrypted later, while migration to quantum-resistant cryptography will take years. PLUS 
frames quantum risk as more than a technology issue; it is also a balance sheet, governance, and liability issue 
for cyber insurers, D&O underwriters, boards, and risk managers. 
 

This matters now because the standards are no longer theoretical. NIST has finalized its first principal post-
quantum cryptography standards, including FIPS 203 for key establishment, FIPS 204 for digital signatures, and 
FIPS 205 as an additional digital signature standard. 
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Cybercriminals are now deploying 
AI to commit fraud at scale. 
Deepfakes, voice clones, and AI-
generated scams are tricking 
employees into transferring funds 
under false pretenses. 

The challenge? Many cyber 
policies are silent on whether AI-
enabled fraud is covered. That 
silence matters when regulators, 
boards, or shareholders ask why a 
six or seven figure loss isn’t being 
reimbursed. 

Case Example: One client recently 
suffered a $250,000 funds transfer 
fraud enabled by AI-driven social 
engineering. Under a typical silent 
policy, the insurer could have denied 
the claim forcing the policyholder to  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

D&O Exposure: When Inaction Becomes 
the Claim 
 

Boards do not need to become cryptographers. 
They do need to oversee material cyber and 
technology risks and show that management has 
a credible process for identifying, prioritizing, 
budgeting for, and managing the transition. 
 

Potential D&O allegations could include: 
 

• Failure to oversee cybersecurity readiness; 
• Inadequate investment in post-quantum 

migration; 
• Misrepresentation of the company's data 

security posture; 
• Failure to identify risks in major vendors or 

acquisition targets; and 
• Inadequate disclosure of cyber risk 

management and governance. 
 

For public companies, this also intersects with 
cyber disclosure controls. Material incident 
reporting, annual cybersecurity risk management 
disclosure, and board governance narratives all 
increase the importance of documenting how 
emerging cyber risks are escalated and 
addressed. 

 

Insurers Are Paying Attention 
 

Cyber and D&O underwriters may not expect a 
completed migration today, but they will 
increasingly expect a clear process. Companies 
should be ready to answer practical questions: 
 

• Have you inventoried where cryptography is 
used? 

• Which data would remain sensitive if 
decrypted five, ten, or twenty years from 
now? 

• Have critical vendors provided post-
quantum cryptography roadmaps? 

• Is quantum risk included in the cyber risk 
register? 

• Has the board or risk committee been 
briefed? 

• Is migration planning aligned with IT refresh 
cycles and budget forecasts? 

 

Absent these controls, organizations may face 
tougher underwriting questions, narrower 
coverage, reduced limits, or less favorable terms. 
Conversely, a documented readiness process can 
help distinguish the organization as a better-
managed risk. 

 

Practical Readiness Measures 
 

A quantum readiness plan does not need to begin 
with a full technology overhaul. It should begin with 
visibility, ownership, and documentation. 
 

1. Cryptographic Inventory: Identify where 
the organization relies on public-key 
encryption, TLS/SSL, VPNs, certificates, 
digital signatures, identity systems, APIs, 
code signing, cloud services, hardware 
security modules, and embedded 
systems. 
 

2. Data Lifespan Review: Prioritize data that 
would still cause harm if exposed years 
from now, including health information, 
biometrics, trade secrets, source code, 
financial records, M&A materials, and 
sensitive customer data. 

 
3. Vendor Roadmap Diligence: Ask critical 

vendors whether they support post-
quantum cryptography, whether they 
have a migration timeline, and whether 
their products are crypto-agile. 

 
4. Contract and Procurement Updates: Build 

post-quantum readiness, crypto-agility, 
security update obligations, incident 
notice, and vendor roadmap 
requirements into new technology 
contracts. 

 
5. Board-Level Reporting: Add quantum risk 

to the cyber risk register and provide 
periodic updates to the board or risk 
committee. 

 
6. Insurance Alignment: Review cyber and 

D&O policies to understand how coverage 
may respond to encrypted-data theft, 
delayed harm, vendor failure, disclosure 
claims, regulatory investigations, and 
securities-related allegations. 

 
Broker's Recommendation: Start with the assets 
and relationships that matter most: long-life 
sensitive data, externally exposed systems, identity 
infrastructure, cloud providers, and vendors that 
control encryption, authentication, or digital 
signatures. 
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Because they had affirmative coverage, the loss was 
promptly paid. 

For companies of any size, affirmative 
cyber coverage ensures that 
protection keeps pace with the 
evolving threat landscape. 

Why This Matters Now 

Market Pressure: Enterprise 
customers and regulators are already 
pressing vendors on AI risk 
management. 

 

Contractual Exposure: Indemnities in MSAs 
and licensing agreements are increasingly 
tied to AI-driven errors or misuse. 

 

Reputation and Trust: Silence breeds doubt; 
affirmative wording builds confidence with 
clients, investors, and partners. 

Forward-looking companies are no longer 
leaving AI risk to chance. They are proactively 
seeking policies that explicitly cover AI-driven 
exposures.  

Conclusion 

Insurance is meant to provide certainty in 
times of crisis. Yet when it comes to AI, too 
many policies remain silent. For technology 
companies, this silence is not just a coverage 
issue, it is a strategic risk that can affect 
contracts, fundraising, and resilience. 

Whether developing AI-integrated software or 
simply defending against AI-driven fraud, the 
sol
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The information contained in this document is for informational purposes only and should not be relied upon as advice.  

Professional advice should be obtained for questions relating to insurance coverage or specific risk matters. 

Contact us for assistance reviewing your cyber and D&O program against emerging 

quantum risk. 

From Future Risk to Current Governance Obligation 
 

The companies best positioned for quantum risk will not necessarily be those that migrate first. They will be the 
companies that can demonstrate a thoughtful process. 
 

That means knowing where cryptography lives, identifying which data has long-term sensitivity, engaging vendors, 
documenting board oversight, and aligning insurance coverage with the way the risk may actually unfold. 

 
 

Takeaway 
 

Quantum risk is not science fiction. It is a developing cyber, contractual, and governance issue that is 
already relevant to underwriting, board oversight, vendor management, and disclosure controls. 
 

The question is no longer whether quantum exposure exists. The question is whether your organization 
can show that it has identified the risk, assigned responsibility, and started building a credible migration 
and insurance strategy. 
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