
Technology companies are moving faster than insurance policy wordings. Artificial intelligence (AI) has 
become central to both innovation and exploitation: developers are embedding AI into their products and 
cybercriminals are using AI to make fraud more convincing and harder to detect. 
 
For executives and risk managers, this raises a critical question: will your insurance respond when AI is at the 
center of a loss? 
 
In most cases, the answer today is uncertain. That uncertainty stems from a fundamental issue in the 
insurance market: silent coverage versus affirmative coverage. 

Silent Coverage vs. Affirmative Coverage 

Silent Coverage: A policy neither confirms 

nor excludes coverage for AI-driven losses. 

This potentially leaves the determination of 

the claim outcome in the hands of the 

insurance company, lawyers, and 

sometimes the court, long after the 

damage is done. 

Affirmative Coverage: An affirmative 

policy explicitly states how losses arising 

from AI are covered. This certainty 

eliminates debate when an incident occurs, 

while also allowing insurers to define and 

control the intended scope of coverage.  

The difference between the two is not 

academic. It is increasingly impacting 

whether a company can secure enterprise 

contracts, satisfy investors, or recover from 

a loss as risk teams heighten their scrutiny 

over how AI exposures are identified and 

managed. 

Two Key Scenarios Where Silence Creates Risk 

Integrated Software and Errors & Omissions (E&O) 
Policies 

Companies developing and selling AI-powered software 
face heightened scrutiny. What happens if: 

• An algorithm produces a harmful or biased
output? 

• Training data is alleged to infringe on third-
party IP rights? 

• An AI feature malfunctions in a way that disrupts
customer operations and causes financial loss? 

• An AI agent is tricked into executing malicious
tasks, exposing clients to unexpected liability? 

Most technology E&O policies are silent on AI. For 
developers, this silence introduces friction in two areas: 

• Enterprise sales and partnerships: Customers
increasingly ask whether AI exposures are 
covered. Silence can stall or even block deals. 

• Investor due diligence: Sophisticated investors
flag coverage gaps tied to emerging risks like AI. 

AI Affirmative E&O coverage closes these gaps by 
confirming that AI-related claims are insurstrengthening 
both contractual credibility 
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From Human-Limited to Machine-
Scaled Threat 
 

Historically, cyber-attacks have been 
constrained by human expertise, time, and 
coordination. Even sophisticated threat actors 
faced limits in how quickly vulnerabilities could 
be identified, exploits developed, and attacks 
deployed. 
 

Models like Mythos materially change these 
constraints. 

The ability to analyze environments, generate 
exploit pathways, and execute against multiple 
targets in parallel introduces a fundamentally 
different operating model. What was once 
manual becomes automated. What was once 
targeted becomes repeatable. What was once
sequential becomes simultaneous. 
 

Cyber risk is no longer bounded by human 
scale. 

From Isolated Incidents to 
Scalable Threat 

Cyber events have traditionally been 
episodic and contained. Even large-scale 
incidents required coordination and effort 
that limited their reach. 

AI-enabled capability alters this dynamic. 

A single vulnerability, particularly within 
widely used software, cloud infrastructure, 
or shared platforms, can be identified and 
exploited at scale. The same attack logic 
can be deployed across multiple 
organizations simultaneously, with 
minimal incremental effort. 

This introduces a new reality: cyber events 
are no longer isolated. They are 
increasingly scalable, repeatable, and 
broadly deployable. 

A New Class of Cyber Capability 
 

Claude Mythos Preview is a frontier AI model developed by Anthropic, designed to advance 
capabilities in reasoning, code generation, and autonomous task execution. Based on 
reported deployments, access has been deliberately restricted to a small number of large 
enterprises, government bodies, and strategic partners, reflecting concerns that its 
capabilities could be misused to enable highly effective cyber operations at scale. 
 

Unlike earlier models, Mythos can independently identify problems, generate solutions, and 
execute multi-step technical workflows with minimal human input. While this delivers clear 
productivity gains, it also introduces a new class of cyber exposure. 
 

The same functionality that enables efficiency: automated reasoning, code generation, and 
system interaction, can be leveraged to identify vulnerabilities, develop exploit pathways,
and execute coordinated cyber-attacks across multiple targets simultaneously, increasing 
both the speed and scale at which attacks can be deployed. 
 

Practical 
 Guidance 
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Cybercriminals are now deploying 
AI to commit fraud at scale. 
Deepfakes, voice clones, and AI-
generated scams are tricking 
employees into transferring funds 
under false pretenses. 

The challenge? Many cyber 
policies are silent on whether AI-
enabled fraud is covered. That 
silence matters when regulators,
boards, or shareholders ask why a 
six or seven figure loss isn’t being 
reimbursed. 

Case Example: One client recently 
suffered a $250,000 funds transfer 
fraud enabled by AI-driven social 
engineering. Under a typical silent 
policy, the insurer could have denied 
the claim forcing the policyholder to 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Why This Matters: Correlation of Loss 
 

The most significant implication of this shift is 
the emergence of correlated loss. 
 

AI-enabled attacks can propagate across 
shared dependencies: cloud providers, 
software ecosystems, network infrastructure, 
and third-party vendors. Where multiple 
organizations rely on the same underlying 
systems, a single exploit can trigger 
concurrent loss events.
 

For insurers, this challenges a core assumption 
of risk diversification. 

In a Mythos-enabled scenario, losses may be 
simultaneous and concentrated, creating 
aggregation exposure at a level not previously
contemplated in traditional cyber 
underwriting. 

The Coverage Gap: Event vs. Liability 
 

As the nature of cyber events evolves, a 
structural gap in insurance coverage becomes 
more pronounced. 

Cyber policies are designed to respond to the 
event itself: incident response, system 
restoration, and business interruption. 
However, the financial consequences of a 
cyber event often extend beyond operational 
disruption. 

Where an incident results in failure to meet 
contractual obligations, such as downtime, 
service interruption, or performance failure, 
liability shifts into Technology E&O. This 
includes breach of contract, service failure, 
and associated financial damages. 

In an AI-driven, scalable event, these elements 
are triggered together. The disruption and the 
liability are inseparable, yet many insurance 
programs continue to treat them as distinct 
exposures. 

The result is a fragmented insurance response 
to a unified loss scenario. 

Market Response: Coverage May 
Tighten 

As systemic exposure becomes clearer, 
underwriting response is already beginning to 
evolve. 

Insurers are increasingly focused on 
aggregation risk, particularly where shared 
infrastructure and third-party dependencies 
exist. This is likely to result in: 

• Greater scrutiny of dependency and
concentration risk

• Broader application, or introduction, of
systemic event exclusions 

• Increased reliance on war and state-
linked exclusions in large-scale events
where attribution to a state actor is
required, creating uncertainty and
potential dispute

• Higher retentions and potential
coinsurance on large-scale events

• More constrained limit deployment,
particularly in higher layers

At the same time, underwriting will continue to 
shift toward a control-based approach, with 
emphasis on segmentation, resilience, and 
the ability to isolate and contain incidents. 

What This Means Now 
 

The emergence of models like Mythos signals 
a structural shift in cyber risk. 

Organizations can no longer assess exposure 
solely at the individual entity level. Risk must 
be evaluated across systems, dependencies, 
and contractual obligations. 

This raises a more immediate question: 

Are existing insurance structures designed to 
respond across the full loss pathway, from 
initial system disruption through to 
downstream financial and contractual 
consequences? 
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Why This Matters Now 

Market Pressure: Enterprise 

customers and regulators are already pressing 
vendors on AI risk management. 

Contractual Exposure: Indemnities in MSAs 
and licensing agreements are increasingly 
tied to AI-driven errors or misuse. 

 

Reputation and Trust:

 Silence breeds doubt; 
affirmative wording builds confidence with 
clients, investors, and partners.

 Forward-looking companies are no longer 
leaving AI risk to chance. They are proactively 
seeking policies that explicitly cover AI-driven 
exposures. 

Conclusion
 

Insurance is meant to provide certainty in 
times of crisis. Yet when it comes to AI, too 
many policies remain silent. For technology 
companies, this silence is not just a coverage 
issue, it is a strategic risk that can affect 
contracts, fundraising, and resilience. 

Whether developing AI-integrated software or 
simply defending against AI-driven fraud, the 
sol
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The information contained in this document is for informational purposes only and should not be relied upon as advice.  

Professional advice should be obtained for questions relating to insurance coverage or specific risk matters. 

Don’t wait for an AI-driven cyber event to reveal where your coverage stops. 

Contact our team today to review your Cyber, Technology E&O, and third-

party dependency exposures, and stress-test whether your insurance
 

program responds across the full loss pathway, from system disruption to
 

downstream contractual liability. 

Takeaway: A Developing, Not Hypothetical Risk 
 

AI-driven cyber capability has the potential to shift cyber risk from severe to systemic.
 

As with prior evolutions in attack methodology, the gap between how risk manifests and how it 
is insured is already emerging. Coverage structures, underwriting approaches, and market

 

capacity will continue to adapt. 

The issue is not whether this shift occurs, but whether organizations are positioned with the 
appropriate controls and insurance structure to respond when it does.
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